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1. OBIIASI XAPAKTEPMCTUKA PABOYEI ITIPOTPAMMBI YYEBHOI
JACHUTIIIAHBI

1.1. O6a1acTh NpUMeHEHUs] POTrPaMMbI
Pabouass mporpamMMa ydeOHOW IUCIUIUIMHBI SIBJSICTCSI 9acThIO OCHOBHOM
00pa30BaTeIHLHON MPOTPAMMBI MTOATOTOBKH CIIEITUAIMCTOB CPEAHETO 3BeHA (Haiee

— OOIIl) B coorBerctBun ¢ DPI'OC CIIO mno cnemuansHoctd 09.02.07
NudopmarmoHHbie CHCTEMBI M POTPAMMHUPOBAHNE.

1.2. Mecto aucunniimibl B ctpykrype QOII
JucuunnuHa BXoauT B obOmenpodeccuonanbubii  muka  OOIl  mo
cneuuansHocTd 09.02.07 MHpOpMAIIMOHHBIE CUCTEMBI U IPOTPaMMUPOBAHUE.

1.3. Hean u 3aga4yu AUCHUILIMHBI — TPeOOBaHUSL K Pe3yJbTATAM OCBOEHHSA
TUCHUNITTHHBI

Kogllg K, YMeHust 3HaHuA
OK 01. |- Opranu3oBbIBaTH U — OcCHOBHBIE NTOHATHUS KOMITBIOTEPHBIX
OK 02. KOH(UTYpUPOBATH CETEU: THUIIbI, TOMOJIOTUU, METOIbI
OK 04. KOMIIBIOTEPHBIE CETH. JIOCTyIIA K Cpelie Iepeaayu.
OK 05. | - Crpouts u — AnmapaTHble KOMIIOHEHTBI
OK 09. aHAJIM3UPOBATH MOJEIN KOMITBIOTEPHBIX CETEH.
OK 10. KOMIIBIOTEPHBIX ceTel. | - [IpMHIMIBI makeTHOU nepenayn
[IK 4.1. | - DddexTuBHO JTAHHBIX.
IIK 4.4. MCII0JIb30BaTh — IloHsaTue ceTeBOM MOAENH.
IIK 5.3. armnapaTrHble U — CereByto Mmogens OSI u npyrue
IIK 6.1. MIPOrpaMMHBIE CETEBbIC MOJICIIH.
[IK 6.5. KOMIIOHEHTBI — IIpoTOKOJIbI: OCHOBHBIE MTOHSATHS,
IIK 7.1. KOMIIBIOTEPHBIX CETEU IIPUHIMUIIBI B3aUMOJECHCTBYS,
[IK 7.2. IIpU PEIICHUU pasznu4us 1 0OCOOCHHOCTH
I1IK 7.3. pAa3JIMYHBIX 3a/1a4. PacCIpOCTPAHEHHBIX ITPOTOKOJIOB,
[IK 9.4. | - BBIIOTHATH CXEMBI U YCTaHOBKa IIPOTOKOJIOB B
[IK 9.6. YEPTEKHU MO ONEPALIMOHHBIX CUCTEMAaX.
I1K 9.10. CIEIUATIBHOCTH C — AJpecanuio B CETSAX, OpraHU3AIUIO

VCIIOJIb30BaHUEM MEKCETEBOTO BO3/ICUCTBHUS.

MPUKJIATHBIX

MPOTrPaMMHBIX CPEJCTB.

— Paborats ¢

MPOTOKOJIAMH PA3HBIX

ypOBHEH (Ha mpumepe

KOHKPETHOT'O CTEKa

npotokoiioB: TCP/IP,

IPX/SPX).

— YCTaHaBJIMBAaTh U




HACTpauBaTh
napaMeTpsbl
IIPOTOKOJIOB.
OOHapyxuBatTh U
yCTPaHATh OUTNOKH MPU
nepeaave JaHHBIX.




2. CTPYKTYPA U COJAEPKAHHUE YUEBHOM JJUCHUTLJIAHBI

2.1. O0bem y4yeOHOM QTMCHMILIMHBI M BHABI Y4e0OHO padoThI

Bun yueOHoii padoThI

Oo0BeM yacoB

O0bem 00pa3oBaTe/IbHOI NPOrPAMMBI 76
B TOM YHCJIE:
JIEKIIUOHHBIE 3aHITHS 48
1a00paTOPHEIE 3aHATUS 28

caMocCTosiITelIbHAs paboTa 00y4aronierocs (BCero)

IIpomexyrounass arrecrauusi — au¢depeHIUpoBaHHBIN
3a4yer




2.2. TemaTuyeckui NJAaH U COAeP:KAHNE YUeOHOH JUCITUNTIMHBI

Koabl
KOMIIeTeHIIHIA,
(popmupoBanuio
HaumeHoBaHue Conep:kanue yuyeOHOro marepuasa u GopMbl OPraHu3anuM JAesITeJIbHOCTH Oo0bem B KOTOPbIX
pa3/iesioB U TeM o0yyaromuxcst yacax crnocod0cTByer
3JIEMEHT
NMPOrpamMMbl
1 2 3 4
Tema 1. CopnepixaHue y4eOHOro MaTepuasa 20
OcHoBHBIE 1. CereBas monens OSI. OK 01,
CETEBbIC OK 02.
TePMHHEL 2. Ctrex npotokonos TCP/IP. OK 04.
3. IIporokon BepxHero yposus HTTP. OK 05.
OK 09.
4. TTporoxoi BepxHero ypoHs DNS. OK 10.
5. Ilpotokoin BepxHero yposust DHCP. [K 4.1.
[IK 4.4.
6. IIporokosnsl BepxHero yposHs POP3, SMTP. [IK 5.3.
7. TIpoTokos AUCTaHIIMOHHOTO gocTyma Telnet TIK'6.1.
IIK 6.5.
8. IIpoTOKOJIBI HUKHUX YPOBHEH - TPAHCIIOPTHBIH. K 7.1.
9. IIpoTOKOJIBI HIPKHUX YPOBHEH - CETEBOI. IK'7.2
IIK 7.3.
10. [TpoTOKOJIBI HIXKHUX YPOBHEH - KaHATbHBIH. T1IK 9.4.
IIK 9.6.
10
JlabopaTopHble 3aHﬂ_Tml K 9.10.
1. Uzyuenne makera Wireshark
2 N3yuenwne mpotokona HTTP
3 DNS (Domain Name System)
4 DHCP (Dynamic Host Configuration Protocol)
5 N3yuenue nmoutoBsix npotokonoB POP3, SMTP
Coaep:xkaHnue yueOHOro MaTepuaJia 10




Tema 2.

1.CeteBast kapTa 1 TIOBTOpHUTENH (repeater)

AnTapaTHbIe 2. Konuenrparop (hub)
KOMITIOHEHTBI :
KOMITBIOTEPHBIX 3. Mocr (bridge)
CCTCH. 4, KommyTaTop
5. Mapmpytusarop (router)
JlaGopaTopHble 3aHATUS 6
1. Hacrpoiika u paboTa KOHIIEHTpaTOpa
2. Hactpoiika u pabora koMmmyTaTopa 4
3. Hactpoiika u pabota mapuipyTusaropa
Tema 3. IP CopnepixaHue y4eOHOro MaTepuasa 12
agpecanus, 1.IP aapecanms
HOACCTH. 2.Macxku noxacerei
3.Pacuer macok mozcereii.
4. ITonstue VLAN, Trunk
5. IIporokon VTP.
6. ITpotokon DTP
JlabopaTopHble 3aHATHSA 4
Hacrpoiika VLAN
Hacrtpotiika Trunk
Tema 4. Conep:xxanue yueOHOTro MaTepuaJia 6
Il/\I/f.lplﬂp yrsat 1.Mapupytuszanus RIP
cTaTU4ecKas u 2. Mapmpytu3zamus OSPF
JMHAMUACCKad 3. Mapmpyruzamnus EIGRP
JlabopaTopHble 3aHATHSA 4

Hacrpoiika mapmpyrtuzanuu RIP

Hacrpoiika mapmpytuzanuu OSPF

CamocrosiTesibHAs pa0oTa 00y4arOIIMXCH:

OK 0I.
OK 02.
OK 04.
OK 05.
OK 09.
OK 10.
[IK 4.1.
IIK 4.4.
I1K 5.3.
IIK 6.1.
I1IK 6.5.
IIK 7.1.
IIK 7.2.
IIK 7.3.
[1IK 9.4.
IIK 9.6.
I1K 9.10




IIpome:kyTOUHAs aTTeCTANMS

Bcero:

76




4. YCJIOBUSI PEAJIM3AIIMM PABOYEW ITPOTPAMMBI YUEBHOI
JACHUILIAHBI

3.1. TpeGoBanussi K MHHHUMAJIBLHOMY  MATEePHAIbHO-TEXHUYECKOMY
o0ecrne4eHn 1o

Jlns  peanuzanuy  mporpaMMbl  YIEOHOM JTUCHMIUIMHBI JOKHA OBITh
NpeaycMOTpeHa JabopaTopusi TPOrPaMMHOTO OOECHEUYEHUsI U COMPOBOXKIACHUS
KOMIBIOTEPHBIX CHUCTEM, OCHAIeHHas OOOpYyJOBAaHUEM U TEXHUYECKUMU
CpeaCTBaMU O0yUYEeHUS:

Kommuiekt yueOHol Mebenu.
TexHuueckue cpeacTBa 00yUeHUs:
— ABTOMAaTH3UpPOBaHHBIC paboUKe MecTa 00yJaroIMXcs (MpoIeccop He HUKE

Core 13, onepatrBHas MamsATh 00beMOM He MeHee 4 ['0;) nim aHaory;

— ABTOMAaTH3UPOBAHHOE pabouee MECTO ImpernoaaBaTens (IIPoLeccop HE HIKE

Core 13, onepatuBHas namsaTh 00beMoM He MeHee 4 ['0;)uiu aHanoruy;

— IIpoekTop u 3KkpaH;
— MapkepHas 10CKa;
— IIporpamMmmHOe oGecrieueHue o0IIero u npodecCHoOHATBFHOTO Ha3HAUCHUS

3.2. MupopmanuoHHOe oOecnedeHne peau3anu NporpaMmmMbl
1. Omudep B. TI., Omudep H. A. Kommnbrorepubie ceTu. I[IpunHiursi,

TEXHOJOTWH, TpoTokoybl: KOOuneitHoe wu3MaHWe, JIOMOJHEHHOE U
ucnpasneHHoe. — Mocksa: [Iutep, 2025. — 1008 c. — ISBN 978-5-4461-

4085-5.
2. Kysun A. B., Kysun JI. A. Kommberotepusie cetu: ydeOHoe mocobue. —
Mockaa: OOPYM / MHOPA-M, 2025. — 190 C.

— ISBN 978-5-00091-453-3.

3. Axmapos I1I. b. Kommnberotepusie cetu. JlabopaTopHbIii MPaKTUKyM: Y4eOHOE
mocoome g CIIO. — 1l-e wm3m, 2024, — 120 c.
— ISBN 978-5-507-48068-5.

4. KysuenoB A. B. Kommnberotepasie cetu. KpaTkuii 0630p yCTpONCTB, CUCTEM U
TEXHOJIOTHii: yuebHoe nocobue. — Boponex: U3n-so BI'Y, 2023. — 131 c.
— ISBN 978-5-9273-3702-6.

5. Tauenbaywm, 3., ¥Yazepom, . KomnbroTrepnsie cetu. — 6-e uza. — Mocksa:
[Tutep, 2023. — 960 c. — ISBN 978-5-4461-1632-4.



4. KOHTPO.Ib M OIIEHKA PE3YJIbTATOB OCBOEHUWS YUYEBHOU

JACHUTILIAHBI

PesyabTaTsl 00yyeHus

Kpurepun onenkn

DopMbI U METOBI
OIIEHKH

Ilepeuensv 3nanuii,
oceausaemvix 8
pamkax
OUCYUNTUHDL:

OCHOBHBIEC TTOHSTHS
KOMITBIOTEPHBIX CETeH:
THUIIBI, TOIIOJIOTHH,
METO/JIbI TOCTYTIA K Cpeie
nepeaayu;

AnnapaTHblie
KOMITOHEHTBI
KOMITBIOTEPHBIX CETeH;
[TpuHIIMITBI TAKETHOMN
nepesavyn JaHHbIX;
ITonsTHE ceTeBoi
MO/JIeH;

Cereyto monens OSI u
IpyTHe CeTeBbIE MOJIETIH;
ITIpoTOKOBI: OCHOBHBIE
MOHSITHS, TPUHIIUIIBI
B3aUMOJCHUCTBUS,
pa3ianuus U 0COOEHHOCTH
pacrpoCcTpaHEeHHBIX
MPOTOKOJIOB, YCTAHOBKA
MIPOTOKOJIOB B
ONEPALIMOHHBIX
CHUCTEMaX;

AJlpecanuio B CeTsX,
OpraHU3aIIo
MEXCETEBOI0
BO3JEHCTBHUS.

Ilepeuenv ymenutl,
oceausaembvix 6

PAMKAX OUCYUNTIUHDBL:

OpraHu3oBbIBaTh U
KOH(HUTypHpOBAaTh
KOMITHIOTEPHBIE CETH.
Crpouts u
aHATM3UPOBATH MOJICITH
KOMITbIOTEPHBIX CETEH.
OddexTuBHO
UCIIOJIb30BaTh
amraparHbie U
IpOTrpaMMHBIE
KOMITOHEHTHI

«OTIUYHOY - TEOPETUUYECKOE
coJiep;kaHue Kypca OCBOEHO
MOJTHOCTBIO, 03 TIpoOeos,
yMeHusl c(hopMHpOBaHbI, BCE
IIPEAYCMOTPEHHBIE IIPOTPAMMOM
yueOHbIe 3a]JaHHsI BHIIIOJIHEHBI,
Kady€CTBO UX BBIIIOJIHCHUA
OLIEHEHO BBICOKO.

«XO0pOIIO» - TCOPETUIECKOE
CoJIepKaHue Kypca OCBOCHO
MOJTHOCTBIO, 6€3 IPo0eoB,
HEKOTOPBIC YMEHHS C(HOPMHUPOBAHBI
HEJIOCTAaTOYHO, BCE
MIPEYCMOTPEHHBIE IPOTPaAMMON
y4eOHBIC 33aJJaHHSI BBITIOJTHEHBI,
HEKOTOPBIC BUJIBI 3a/IaHUI
BBIITOJIHEHBI C OIIMOKaMHU.

«Y IOBJIETBOPUTEIILHOY -
TEOPETUYECKOE COMIepKaHue Kypca
OCBOEHO YaCTMYHO, HO IpOOeIbl He
HOCSAT CYIIECTBEHHOTO XapakTepa,
HE00X0AUMBbIe YMEHUsI paboThI ¢
OCBOCHHBIM MaTEpHAJIOM B
OCHOBHOM C()OPMUPOBAHBI,
OOJIBIIMHCTBO MPEIYCMOTPEHHBIX
porpamMmoii 00y4eHus: yueOHbIX
3aJJaHHIi BHIITOJIHEHO, HEKOTOPBIE M3
BBINOJIHEHHBIX 33JJaHUH cojiepKar
OLLIMOKHU.

«HeynoBneTBOpUTEIHHO -
TEOPETUYECKOE COMIepKaHue Kypca
HE OCBOEHO, HEO0XO0/IMMBbIE YMEHUS
He chopMUPOBaHBI, BHITIOJTHEHHBIC
y4ueOHbI€ 3aJJaHUs coJepkKaT rpyobie
OLIMOKH.

Komnerorepnoe
TECTUPOBAHUE HA
3HaHHUE
TEPMHUHOJIOTHH 10
TeMe;
HaGmonenue 3a
BBITIOJITHCHHEM
MIPAKTUIECKOTO
3a/1aHHS.

(1€ TeTLHOCTHIO
CTYJCHTA)
Ouenka
BBITIOJTHCHUS
MIPAKTUIECKOTO
3a1aHusI(paboThI)
IToaroroBka u
BBICTYIUICHHE C
JOKJIaIOM,
COOOIIICHHUEM,
IIPE3CHTALUEH.
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KOMIIBIOTEPHBIX CETEH
IIPY PEILICHUN
pa3IMYHBIX 3a]a4.
BBINOIHATE CXEMBI U
YEepTEkKHU 110
CIELIMAJIBHOCTH C
UCIIOJIb30BAaHUEM
IIPUKIIATHBIX

IIPOrPaMMHBIX CPEJCTB.

Pa6orats ¢
MPOTOKOJIAMU Pa3HBIX
YpOBHEM (Ha mpuMepe
KOHKPETHOTO CTeKa
npotokojoB: TCP/IP,
IPX/SPX).
YcTaHaBIMBaTh U
HACTpPanBaTh
napaMeTpsl
IPOTOKOJIOB.
OOGHapy>XuBaTh U
YCTPaHATh OUIHOKH
IIPH TIepeaye TaHHbIX
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5. ®OHAbI OHEHOYHBLIX CPE/JCTB
dopma KOHTpoOJI — «/IudPpepeHunpoBaHHBIN 3a4eT»

[TpumepHbIe BOIIPOCHI AJis MpoBeaeHUs Tu(hepeHIIUPOBAHHOIO!
1. MudopmanmoHHO - BEIUUCTUTENbHBIE ceTH (T100a1bHbIe U ToKalibHbie UBC).

Knaccudukarus.

OpHopaHroBasi CeTh.

CeTb KJIUEHT-CEPBED.

Tunsl cepBepoB, MX Ha3HAYCHHUE U (DYHKITUH

OCHOBHBIE CETEBBIC TOTIOJIOTHH, UX OTJIMYHNS, HEJJOCTATKU U JIOCTOMHCTBA

CeteBbie KOMITIOHEHTHI. [IOBTOpHUTENN, YCUIIUTEIN ¥ KOHIICHTPATOPHI.

Konniearpatop u kommytatop. OTimmuus. JIoCTOMHCTBA U HEJJOCTATKH.

KoMMyTaTopbl, MOCTHI M IIITIO3BI, MAPIIPYTHU3ATOPHI UX MPUMEHEHHUE.

. DTajloHHAs MOJIENTh B3aUMOICUCTBHS OTKPHITHIX cucteM OSI.

10 TpeOoBaHUs K KOMIIBIOTEPHBIM CETSIM.

11.Tunsl kabene, JOCTOMHCTBA U HEAOCTATKH.

12.Texnonorus Arcnet

13.Texnosorus Token ring.

14.Texnonorus Ethernet.

15.Texunonorus AppleTalk

16.Texnomnorus 100VG AnyLan

17.Texnonorus Fast Ethernet, Gigabit Ethernet

18.Texnonorus FDDI

19.BecnpoBoanbie TexHogoruu WiFi, 3G, 4G

20.3amuTa HHGOPMAIIUH B JIOKATBHBIX CETAX

21.MeTob1 yrpaBieHUs] 0OMEHOM

22.006mue peKOMEHJAINH 110 CO3/IaHNI0 KaOeTbHBIX CHCTEM.

23.CKC. Ilpeumymiectea CKC

24.VicxonHbple JaHHBIE TIPU CO3JIaHUM KaOenbHOM ceTd, BeIOOp ceTeBoro I10 u
o0opy10BaHUS.

25.Bo3MOokHbBIE IPUYMHBI OTCYTCTBUS CBSI3M MEXIY KOMITBIOTEPAMH B CETH, UX
YCTpaHEHHE.

26.Bluetooth

27 IlpoextupoBanue CKC. ®a3spl. [loncucremsr.

28. ApxutektypHas (aza npoexktupoBanus CKC. 3agauu, ucxoHbie JaHHBIC.

29.TenexkommyHnukanuonHas (aza mpoektupoBanuss CKC. 3amauun, ucxomHbie
JaHHBIC.

30.Pa3HoBUIHOCTH MPOEKTHOM TOKyMeHTauuu rnpu npoekrupoBanun CKC.

OCoOoNRWLN

O1neHKa MHIUBUAYAJIBHBIX 00pa30BaTEIbHBIX JOCTIKEHUHN IO pe3ysibTaTaM
MPOMEKYTOUYHOW aTTECTAIIMM TMPOU3BOJUTCS B COOTBETCTBUM C YHUBEPCAIBHOU
HIKAJIOM
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Ipouent KauecTBeHHAs1 OleHKA MHANBHIYAJbHBIX
pe3yJbTaTHBHOCTH 00pa3oBaTeIbHBIX JOCTHKEHU I
(MpaBUJILHBIX OTBETOB) 0aJ11 (0TMETKA) BepOaIbLHBIA aHAJIOT
90 + 100 5 OTJINYHO
80 + 89 4 XOPOIIO
70 =79 3 YIOBIIETBOPUTEIHHO
menee 70 2 HEYIOBJIETBOPUTEIIHHO

Kpurepuu ouieHkH:

— 90 + 100% (5 6amnoB) mpucBanBaeTCs 0OOYJAOIIEMYCS, €CITA OH TTOJTHOCTHIO
BBITIOJTHUAJT 3aJlaHUE DSK3aMCHAIIMOHHOTO OwieTa: Jal TPaBWIBHBIA U
Pa3BEpHYTHI OTBET HA TEOPETHYECKUH BOIPOC, TNPABHIBHO PEITUIT
MPAKTUIECKOE 3a]aHUE;

— 80 + 89% (4 Gamia) mpucBauBaeTcsi 00yJaromEeMycsi, €ClI OH MOJHOCTBIO
BBITIOJIHUJI MPAKTUYECKOE 3aJ]aHUE SK3aMEHAIIMOHHOTO OuieTa U JTOMYyCTUI
CYIIIECTBEHHbIE OIMUOKH MPU OTBETE HA TEOPETHUUECKUI BOMPOC;

- 70 = 79 % (3 Oamma) mpucBamBaeTcs OOydYarolmeMyCs, €CId OH Jaj
Pa3BEpHYTHIM OTBET HA TEOPETUYECKUM BOMPOC, W JOMYCTUI OIMMOKH B
pEIIeHUH TMPAKTUISCKOTO 3aIaHus;

— wmeHee 70% (2 Gamia) nmpucBauBaeTCs OOydYaroOlIEMYCs, €CIIM OH HE CMOT
BBITIOJTHATH HA OJTHOTO 33/IaHMS 9K3aMEHAIIMOHHOTO OMIeTa.
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6. AJIATITALIASI PABOYEN ITPOTPAMMGBI JUISI JTATL C
OTPAHMYEHHBIMU BO3MOKHOCTSIMHU 3/10POBbS (OB3)

AJlanTupoBaHHasl IporpaMMa pa3zpadaThIBaeTCs MPU HATMYUM 3asBJICHUS CO
CTOPOHBI 00y4aromerocs (PoAUTENEH, 3aKOHHBIX MPEICTaBUTENCH ) U METUIIMHCKUX
MOKa3aHUM (PEKOMEHJAIUSIMU TICUXOJIOT0-MEIUKO-TIEIarOTHYECKO KOMHUCCHH).
JIns MHBaNMMI0B afanTUPOBaHHAs 00pa3oBaTebHAs MporpaMma pa3padbaTbiBaeTCs B
COOTBETCTBHH C MHAUBUIyATIbHON ITPOrpaMMON peadHIUTaIIUH.
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